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The World Economic Forum partnered up 
with specific Brazilian public entities, 
Designit, Deloitte, and other private 
companies to help SMEs leverage  
emerging technologies (IIoT).
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In this process, Designit supported the 
WEF with the understanding of users by 
planning and facilitating two workshops 
based on the collaboration among 
different actors involved.
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This workshops 
followed a 
design thinking 
methodology to 
understand the 
problem and 
ideate solutions. 

July 16 
Research Workshop 

We embarked on a research process 
to better understand SMEs pain 
points, challenges, and opportunities 
in applying IoT. 

This research aimed to provide relevant 
information to:  
• Support policymakers in designing 

new public policies 
• Foment the use of 4IR emerging 

technologies (IIoT) 
• Promote sustainable growth for       

Brazilian SMEs 

During the workshop participants 
prioritized the most relevant topics and 
defined challenges.

September 19 
Ideation Workshop 

After having understood the current 
situations of SMEs, we designed an 
ideation session with different actors to 
prompt creative thinking in the 
solutions in some of the challenges 
found.  

This time, we worked with key 
partners to co-create a public policy 
solution to encourage the use of IIoT 
technologies for SMEs in Brazil. 

Ideas mapped during this workshop 
will shape future policies designed with 
a bottom-up approach to policy 
making. 
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Agenda overview: 
1. Introduction to design, 
2. Challenge selection. 
3. Facts and ideas mapping. 
4. Policy design.

This report is 
an overview of 
the ideation 
workshop 
hosted on 
September 19. 

During the workshop participants 
worked collaboratively to create 18 
policy ideas. 

Here is how it went. 
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Process flow 

01  
Challenge 
mapping 

04 
Logistics

00 
Research 
analysis 

• Analyzing findings 

• Synthesizing information 

• Understanding gaps 

02 
Content 
planning 

• Defining themes  

• Narrowing down challenges 

• Selecting challenges 

• Defining objectives 

• Designing content  

• Designing exercises 

• Defining canvases and tools  

• Designing materials 

• Printing materials  

• Confirming assistance 

• Selecting groups 

05 
Facilitation

• Hosting session 

03 
Material 
creation
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This session was 
planned 
specifically for 
the purposes of 
the project. 

All the content and materials 
produced were designed for the 
targeted audience, with the intention 
of ideating solutions for the challenges 
selected.  

To replicate this session, we advice 
following the process flow and 
redesigning the materials needed 
depending on attendees and 
challenges selected after the research 
and analysis phases. 

We have summarized 3 tips to keep in 
mind when planning this sessions. 

Process
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During collaborative sessions of ideation or co-creation, 
the designation of teams is crucial. Teams can be 
formed in advance balancing the different expertise, or 
they can be formed during the workshop with team 
building dynamics. We recommend the later.   

Remember to:  
• Mix expertise areas 
• Balance gender and age  
• Separate people working at the same company or 

belonging to the same group 
• Beware of confidentiality issues or competitive risks 

1. Team 
selection

Process
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We usually recommend having 2 experienced facilitators 
for every 20 participants. When this is not possible, we 
do advice designing the roles of insiders or moles. 
These are core team members scattered within the 
groups prompting collaboration and keeping the team 
on track.  

Insiders must:  
• Be believers. People judging or questioning the 

process might complicate the group dynamic.  
• Know the session objectives and agenda.  
• Have tools to prompt creative thinking when the team 

gets stuck. 

2. Insiders 
or moles 

Process
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Every time the audience has a say in a step of the 
process, you gather important information. If people get 
together and team up, you can learn why they were 
inclined to do so. If a team picks a challenge over 
another one, there’s a reason behind the decision. Keep 
in mind all this decision moments leave hints of 
information. 

3. Let teams 
decide 

Process
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Narrowing down 
challenges 
requires further 
understanding of 
why they pose 
as a challenge 
and why they 
matter. 

During the research session hosted on  
July, lots of issues were discussed. 
This information was analyzed to 
highlight remaining gaps that required 
further digging, and new research 
questions were defined.  

The best way to define actionable 
challenges is to question why a 
challenge matters for the users, and 
what’s stopping the users from solving 
them. Usually this questions provide a 
better understanding of the real 
problem at hand. 

In this case, challenges were analyzed  
through different lenses, and 
discussed with the core team to map 
which were more interesting or 
relevant for the specific project. 

Challenge selection



World Economic Forum 
© 2019 Designit.

 16

EXPERT SUPPORT FUNDING AWARENESS COMMUNITY BUILDING

How might we integrate IIot 
within the business strategy?

How might we train people 
without lowering productivity? 

How might we engage 
employees and managers in 
industry 4.0?

How might we define a strategy 
around the entire value chain? 

How might we determine the 
right use and purpose of IIoT 
(for each business)? 

How might we make funding 
less complicated and 
accessible?

How might we show the need 
for IIoT investment? 

How might we learn from the 
mistakes and successes of 
others?

How might we leverage the 
economical advantages behind 
data usage? 

How might we lower IIoT 
implementation costs?

How might we use IIoT to 
diversify our income models?

How might we decrease costs 
of supplier integration? 

How might we experiment with 
IIoT quickly and cheap?

How might we work 
collaboratively and deal with 
industrial exposure, competitive 
advantages and confidentiality 
issues?

Challenges 1/3

Challenge selection
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Challenges 2/3

Very relevant challenges that could be addressed by different means…  

How might we train people without lowering productivity? 

How might we be more cost efficient when upgrading to new technological developments?

How might we measure the ROI of each IIoT investment?

How might we guarantee the estimated ROI for IIoT implementation?

How might we implement analytics and IIoT in a safe and secure way?

How might we innovate without certainty?

How might we fight the fear of failure and uncertainty?

How might we adapt to change decreasing the learning curve?

Challenge selection
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Challenges 2/3

Why is this important?

How might we define training standards?

How might we train people in learning abilities? 

How might we define a roadmap to implement IIoT?

What’s keeping you from achieving it?

How might we keep patents and evolve?

How might we attract and retain the right talent?

How might we find the best talent at hand? 

How might we integrate academia and industry?

How might we experiment with IIoT safety? 

Challenge selection
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Challenge selection

Before the 
workshop, 
the core 
team 
selected 10 
challenges.

1. How might we share experiences 
about successes, failures and best 
practices (including hardware / 
software / processes)?  

2. How might we determine the right 
use cases and business cases for 
IIoT implementation?  

3. How might we work collaboratively 
and deal with industrial exposure, 
competitive advantages and 
confidentiality issues? 

4. How might we attract and retain the 
right talent? 

5. How might we engage and train 
employees and managers in 
industry 4.0?

6. How might we define a strategy 
around the entire value chain? 

7. How might we define a roadmap to 
implement IIoT and keep up the 
pace of upgrading to new 
technological developments? 

8. How might we measure and 
guarantee the ROI of each IIoT 
investment? 

9. How might we make funding less 
complicated and accessible? 

10.How might we experiment with IIoT 
quickly and cheap?
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Challenge selection

 

These  
were the 
challenges 
selected to 
work on.

1. How might we share experiences 
about successes, failures and best 
practices (including hardware / 
software / processes)?  

2. How might we determine the right 
use cases and business cases for 
IIoT implementation?  

3. How might we work 
collaboratively and deal with 
industrial exposure, competitive 
advantages and confidentiality 
issues? 

4. How might we attract and retain 
the right talent? 

5. How might we engage and train 
employees and managers in 
industry 4.0?

6. How might we define a strategy 
around the entire value chain? 

7. How might we define a roadmap 
to implement IIoT and keep up 
the pace of upgrading to new 
technological developments? 

8. How might we measure and 
guarantee the ROI of each IIoT 
investment? 

9. How might we make funding less 
complicated and accessible? 

10.How might we experiment with 
IIoT quickly and cheap?



Session 
overview
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1. Intro 
2. Challenges review 
3. Coffee break 
4. Ideation 
5. Policy solution canvas 
6. Lunch 
7. Share-outs

Agenda 

Session overview
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Narrowing down 
challenges 
requires further 
understanding of 
why they pose 
as a challenge 
and why they 
matter. 

Each team selected a challenges to 
work on, and mapped all the facts 
they new about the challenge. Facts 
included pain points, data, tools, 
people, and all the information relevant 
to the challenge being discussed.  

After mapping facts, teams voted on 
the most important topics and 
coverage towards one specific topic 
that could help them narrow down the 
challenge.  

Some challenges were too broad and 
participants needed to break them 
down to manage to achieve more 
actionable results.  

After deciding on a topic, teams 
started ideating potential solutions.  

Ideation was boosted with inspiration 
cards that helped when groups got 
stuck or when a new perspective was 
valuable. 

After ideation, teams voted again to 
converge on one idea they could 
define in more detail. 
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Inspiration cards
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In order to develop the chosen ideas, 
participants were given a policy canvas 
tool to encourage the discussion and 
discuss the details of each policy idea.

Policy 
canvas

Solution ideation
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The following section 
includes the policy ideas 
developed during the 
workshop*. 

 27 27
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Solution ideation

* Different groups pick the same challenge to solve, so more than one solutions may be presented for specific challenges. 



Challenge 

How might we work 
collaboratively and deal 
with industrial exposure, 
competitive advantages 
and confidentiality issues? 

 28 28
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Knowledge sharing platform with a 
self-service technological assessment, 
funding, and initiative follow up module 
to cluster companies and share 
interesting content based on companies 
technological maturity level. 

Policy Idea #1 
Cluster it

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Cluster it!

How might we work 
collaboratively and deal with 
industrial exposure, competitive 
advantages and confidentiality 
issues?

SMEs companies  
SMEs industries

Government  
Vendor  
Funding institutions

• Online tools for 
assessment and 
clustering 

• Follow up and 
feedback 

• Directed funding 
• Reassessment

• Wrong cluster 
• Wrong assessment 
• SMEs not joining 

the policy 
• Data risk 
• Bureaucracy 
• Rules changing 
• Money applied 

correctly 
• National policy not 

local

• Government awareness 
• Associations 
• Big companies 

incentivizing SMEs to 
join

• SMEs learn how to apply 
• Takes survey 
• SME assessed 
• SME clustered 
• Prioritize top clusters 
• Support team created 
• Project plan & architecture 
• Learnings shared 
• Pre approval for funding 
• Tech deployed by support 

team 
• Reassessment

• Experiment with IIoT 
quickly and cheap 

• Productivity increase 
• Cost reduction 
• Competitive advantage 
• Share knowledge 

collaboratively 
• Small funding/low risk 
• Protects know-how
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Policy Idea #1 
Cluster it

The team that developed this idea, 
made this diagram explaining the step 
by step. 
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Challenge 

How might we attract and 
retain the right talent? 

 31

World Economic Forum 
© 2019 Designit.

Solution ideation



 32

A network of shared experts/employees 
among SMEs and partner institutions 
(nationally and internationally). Designed 
for millennials, this initiative will allow 
them to have great engagement, 
working on different challenges 
every time. At the same time, it creates 
a challenge for labor laws to allow this 
type of company-employee relationship. 
This network aims to become a 
“National Talent Bank for Industry 
4.0”, the one place for companies to 
look for talent when need it.

Policy Idea #2 
Sharing talent

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Sharing talent

How might we attract and retain 
the right talent?

SMEs  
Talented professionals

Universities 
Platforms for professionals and 
companies - marketplace

• Talent bank 
• Map which skills 

and talents are 
useful

• Confidentiality 
• Labor laws 

regarding “sharing 
employees”

• Government 
• Program platform 

(online portal) 
• Partners

• Companies would be 
willing to share skilled 
employees

• Optimization 
• Happy employees
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Challenge 

How might we engage  
and train employees and 
managers in industry 4.0? 

 33
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For companies to overcome the fear 
of starting and developing a project 
of IIoT, this policy intends to built a 
national training program on 4.0 
industries. The program requires an 
effort from the academia to come 
together as one and from companies to 
work with one another in collaboration. 
Education institutions will receive an 
incentive to update their current 
curriculums (including staff and facilities) 
and develop a national standard for all 
to follow.

Policy Idea #3 
4.0 National 
Training Program  
(academia)

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

4.0 National Training Program (academia oriented)

How might we engage and train 
employees and managers in 
industry 4.0? 

Academia/ educational institutions 
“Sistema S” 

Companies 
Tech parks 
Incubators 
Accelerators 
Consulting firms

• Knowledge in 4.0 • Lack of skilled 
professionals • Governmental channels • Educational institutions 

adapt curriculum to 4.0 
skills with funding and 
grants 

• Expanding the supply 
of employable workers

World Economic Forum 
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Experienced companies will also play a 
part on this national training program. 
These companies will receive a tax 
benefit to train and foster knowledge 
transfer with other less experience 
and smaller companies, developing a 
stronger value chain in the process. 

Policy Idea #4 
4.0 National  
Training Program 
(employees)

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

4.0 National Training Program (employee oriented)

How might we engage and train 
employees and managers in 
industry 4.0? 

Companies employees and managers “Sistema S” 
Tech parks 
Incubators 
Accelerators 
Consulting firms

• Employees and 
managers 
availability

• Lack of time 
• Lack of know how • Social media, digital 

channels 
• Industry associations, 

unions

• Companies with larger 
expertise in IIoT projects 
could train other 
companies in exchange of 
a tax incentive

• More skilled labor 
• Increase of 

collaboration between 
companies and the 
value chain

World Economic Forum 
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A collaboration program between the 
academia and enterprises to work on 
real industry cases. Companies will 
share specific 4.0 industry challenges 
and in return, educational institutions will 
grant the company managers and 
employees access to specialized 
courses. In a joint team, the 
academia and companies, will work 
to solve each problem benefiting 
one another. 

Policy Idea #5 
Trainux 4.0

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Trainux 4.0

How might we engage and train 
employees and managers in 
industry 4.0? 

Managers 
Decision makers 
Universities 
Government  

Companies 
Government  
Universities 
Industry associations 

• Short courses 
• Skilled employees 
• Specialists in 4.0

• Intellectual property 
• Access to 

information 
• Lack of 

communication 
between 
companies and 
universities

• Social media 
• Apps

• Pilot program between 
companies and universities 
- collaboration

• Improve managers 
awareness about ROI 
of 4.0 projects 

• Better technical training 
of employees

World Economic Forum 
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Challenge 

How might we define a 
strategy around the entire 
value chain? 

 37
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Platform to generate awareness and 
foment training in strategic thinking and 
tools. 

Policy Idea #6 
Help the value 
chain to think 
strategically

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Help the value chain to think strategically

How might we define a strategy 
around the entire value chain?  

Companies 
Employees  
Managers

STI 
Associations 
Government 
Consulting firms 

• Methodology 
• Skilled people 
• Awareness 
• Funding for 

consulting and 
training

• Organizational 
culture  

• Lack of strategic 
planning

• Existing governmental 
programs 

• Associations or unions

• Training in strategic tools  
• Funding for consulting 

services 
• Industry associations as a 

platform for training and 
raising awareness 

• Increase in training skills 
• Increase of awareness 

around planning 

World Economic Forum 
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Knowledge sharing spaces/platform to 
help the integration, empowerment, and 
training of SMEs in strategy. 

Policy Idea #7 
Value Chain 
Integration

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Value Chain Integration

How might we define a strategy 
around the entire value chain?  

Companies 
Government 
STI 
Industry association 

Companies 
Government 
STI 
Industry association

• Methodology to 
work collaboratively 

• Fear of data sharing 
• Lack of standards 

and norms to share 
information 

• SMEs tend to have 
smalls teams 

• Existing governmental 
programs 

• Associations, unions

• Training in strategic tools  
• Funding to consulting 

services 
• Industry associations as a 

platform for training and 
raising awareness 

• Increase training skills 
• Increase awareness 

around planning 

World Economic Forum 
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A common standardized 
communication protocol to facilitate 
the interaction between SMEs, its 
clients and partners, integrated with a 
knowledge-sharing platform that will be 
used to build awareness and exchange 
valuable information among all value 
chain actors. 

Policy Idea #8 
Speaking the 
same language

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Speaking the same language

How might we define a strategy 
around the entire value chain?  

Companies 
STI 
Industry association 
Vendors

Vendors 
Government 
Industry association

• System/technology 
• Human capital 
• Funding 
• Engagement from 

different 
stakeholders

• Company culture 
• Pace of 

technological 
change 

• Politics 
• Confidentiality 
• Compliance 
• How to standardize 

the exchange of 
information among 
companies?

• Existing governmental 
programs and websites 

• Associations, unions 
• Events and workshops

• Standardized and 
automated information 
sharing along the value 
chain

• Waste reduction along 
value chain: errors, cost 
reduction, rework, 
stock optimization 
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Challenge 

How might we define a roadmap 
to implement IIoT and keep up 
the pace of upgrading to new 
technological developments? 

 41
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A training program for SMEs managers 
to help them improve the way they 
evaluate and assess IIoT investment 
project for their companies. Different 
from other financial training, this 
program will focus on how to measure 
qualitative benefits as a way to add 
on RoI, plus a strategy to ensure the 
project development. Helping SMEs 
manager to overcome the fear of the 
unknown and fostering a long-term 
vision of the business and the 
investment.

Policy Idea #9 
Financial  
management  
training program

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Financial Management Training Program for IoT Projects

How might we define a roadmap 
to implement IIoT and keep up the 
pace of upgrading to new 
technological developments?

SMEs Vendors 
Science and technology institutions 
Universities 

• Benchmark 
• Partnership with 

educational 
institutions 

• A methodology is 
needed

• Bureaucracy to 
access the program 

• Continuity 
• Short term return

• Internet 
• Unions/industry 

associations 
• SEBRAE

• Calls 
• Curriculum

• Employees trained in 
financial management  

• Adherence to IoT 
projects

World Economic Forum 
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Challenge 

How might we measure and 
guarantee the ROI of each IIoT 
investment? 

 43

World Economic Forum 
© 2019 Designit.

Solution ideation



 44

Online mentoring from consulting firms 
for SMEs (companies) that have taken 
the risk to develop an IIoT projects. 
Mentoring will be based on sharing 
best practices and business cases 
to learn from successful and failed 
IIoT projects around the world.

Policy Idea #10 
Take a chance

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Take a chance

How might we measure and 
guarantee the ROI of each IIoT 
investment?

Finance departments/CFOs - SMEs  
Boards - SMEs

Consulting firms 
Unions/ Industry associations 

• Data quality and 
integrity 

• Trained employees 
• Know the 

investment – need 
to be fast and 
precise 

• SMEs need to be 
able to “meet” ROI

• Lack of information
• Success case/ failure  
• Industry associations

• There should be some 
incentives

• ROI 

World Economic Forum 
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Improve current government incentive 
programs with an information sharing 
policy as a requirement for companies 
involved. This will create a common 
history log or registry were companies 
will share the different kinds of revenues 
(ROI) obtained from implementing 
IIoT. Companies will have to share the 
type of technology implemented, 
how it was implemented and the 
benefits gained by doing so. 
Additionally, an educational program will 
take place to help demystify and 
disseminate IIoT solutions, including 
assumptions about ROI (it is not just 
money). 

Policy Idea #11 
ROI in a box

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

ROI in a box

How might we measure and 
guarantee the ROI of each IIoT 
investment?

SMEs - entrepreneur 
Vendors – system integrators 
Visionaries

Industry associations

• One-stop-shop 
• Value proposition 

associated to the 
ROI 

• Create a tracking of 
indicators using 
pilot projects 

• MVP to subsidize 
ROI calculations 

• Create a friendly 
environment for 
pilots that generate 
partial ROIs

• Short term focus 
• Previous idea that 

IIoT is expensive 
• Lack of time 
• Benefits are 

unknown 
• It’s hard to motivate 

and engage SMEs 
• IIoT knowledge and 

skills

• Vendors and system 
integrators can be a 
channel 

• Dissemination of the 
program

• Use cases database 
• ROI methodologies 

• Demystification 
• Incentivize IIoT 

adoption

World Economic Forum 
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Knowledge sharing database/platform 
to foment collaboration/integration 
among value chain actors. 

Policy Idea #12 
ROI Database

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

ROI Database

How might we measure and 
guarantee the ROI of each IIoT 
investment?

SMEs  
Vendors

Vendors 
Tech parks 
Business and industry associations 
Government 
Academia

• Tax incentives? 
• Access to funding 
• Criteria to rating 

cases

• Companies not 
willing to share  

• Low engagement of 
companies (lack of 
incentives)

• Government and 
industry associations 

• Workshops and 
lectures 

• Funding institutions

• Companies access 
platform – data sharing 

• Companies have access 
to cases classified 
accordingly 

• Bi-annually meetings 
monitor the program 

• To increase engagement – 
access to platform is 
conditioned to sharing 
information

• + confidence 
• Increase knowledge  
• Empower decision 

makers

World Economic Forum 
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Challenge 

How might we experiment with 
IIoT quickly and cheap?

 47

World Economic Forum 
© 2019 Designit.

Solution ideation



 48

An online educational platform for 
managers and employees. Courses for 
managers should focus on how to 
identify and prioritize IoT 
improvement (investment) 
opportunities within their companies, 
and employees will learn about the 
benefits of the 4th Industrial revolution to 
help them overcome the fear of “loosing 
their jobs”, showing them how to be 
part of it instead. The industry 
association will be held responsible for 
companies to actually go through with 
the program. 

Policy Idea #13 
Upgrade yourself

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Upgrade yourself

How might we experiment with 
IIoT quickly and cheap?

Decision makers – SMEs 
Vendors

Educational institutions 
Tech parks 
Unions 
Industry associations 
City halls 
Vendors 

• Distance learning 
platform 

• Partners 
engagement 

• Cheap and fast

• Resources $$$ 
• Subject is still 

unknown
• There should be 

incentives 
• Though associations, city 

halls
• Faster adoption of IIoT
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A program for SMEs to find common 
IIoT challenges to help them co-create 
possible solutions with an MVP 
mindset, leveraging economics of scale 
but at the same time, having a (more or 
less) personalized IIoT solution. 
Government and other partners will help 
with funding testing opportunities to 
develop the co-created MVPs.

Policy Idea #14 
IIoT Solutions 
Acceleration Hub

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

IIoT Solutions Acceleration Hub

How might we experiment with 
IIoT quickly and cheap?

SMEs 
Vendors

Government 
Incubators 
Accelerators 
Universities 
Funding institutions

• Level of maturity of 
vendors to define 
rolls 

• Mapping vendor’s 
ecosystem 

• Research to identify 
most common 
challenges/
problems 

• “MVP” culture

• Skills/ knowledge 
• Constant changes 

in tech environment
• Online portal 
• Training programs 
• Partners

• Co-design solutions 
between vendors and 
clients (SMEs) 

• Create testbeds 
• Define funding to develop 

standardized IIoT 
solutions 

• IoT design houses

• Standardized IIoT 
solutions with 
guaranteed and fast 
ROI 

• Economic development

World Economic Forum 
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Foment the company’s internal 
discovery of the benefits of IoT 
implementation and support the training 
process through partnership with 
universities, schools, vendors, etc. 

“We believe that the employees will 
be more motivated if they work in 
a technological aligned company 
instead of a Madmax one” 
- Speaker group 7 

Policy Idea #15 
Discover IIoT 
within your 
company

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Discover IIoT within your company

How might we experiment with 
IIoT quickly and cheap?

SMEs employees Academia 
Startups 
Large companies

• Government should 
define guidelines to 
incentivize IoT 
courses in 
universities/
vocational schools 
curriculum.  

• Funding

• Guidelines definition 
takes too long 

• Guidelines don’t meet 
companies' needs 

• Do not have the 
expected outcome/
revenue 

• Cultural barriers – 
employees 
sometimes don’t 
speak the same 
language as 
managers

• Dissemination by 
universities 

• Events/courses/
workshops organized 
by industry associations

• Get to know the program 
• Engage in a training 

program 
• Assess and make a 

diagnosis of internal 
processes and machinery/
equipment 

• Define IoT initiatives inside 
the company 

• Implement IoT – clear 
goals, indicators and 
outcomes.

• Cost reduction 
• Increase profitability 
• Add value to the 

product 
• Increase 

competitiveness 
• Gains final costumer 
• Employees more 

motivated

World Economic Forum 
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New low-risk funding modality for 
companies where the funding 
reimbursement is only necessary 
when the implementation generates 
real ROI.

Policy Idea #16 
Risk free funding

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Risk Free Funding

How might we experiment with 
IIoT quickly and cheap?

SMEs 
Vendors 
Consulting firms

Industry associations 
Funding institutions 
Consulting firms

• Criteria to define 
success and failure 

• Accreditation of 
vendors/consulting 
firms 

• Criteria to 
accreditation 

• Define what type of 
project and which 
items can be 
funded

• Bureaucracy 
• Define what is 

success and what 
is a failure 

• Companies don’t 
reimburse  

• Fraud

• Government 
• Funding agencies 
• Business and industry 

association

• Vendor/consulting firm 
apply for funding for an IIot 
project 

• Funding % of the total of 
the project 

• SMEs still pay for a % 
• If project succeeds, SMEs 

reimburse. If project fails, 
no need to reimburse.

• Lower risk for SMEs 
• Cheaper for SME 
• Incentivize the vendors 

ecosystem
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Public marketplace/knowledge 
sharing platform where companies 
and vendors share cases that can be 
applicable in companies with the same 
needs. 

Policy Idea #17 
4.0 Showcase

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

4.0 Showcase

How might we experiment with 
IIoT quickly and cheap?

SMEs (managers and employees) 
Vendors 
Funding agencies

Industry associations 
Vendors 
Startups 
Tech parks/incubators

• Criteria to 
accreditation and  a 
team dedicated to 
that 

• Updated 
information – how 
to keep the portal 
always updated 

• Search mechanism 
to be effective 

• Evaluation tool

• Companies do not 
share information 
about IIoT projects (use 
cases, ROI) 

• Fake dada 
• How to accredit 

vendors? 
• Information and portal 

get outdated 
• Resources $$$ to keep 

the platform updated 
and interactive (would 
be possible to 
monetize dada?) 

• Lack of collaboration

• Government 
• Funding agencies 
• Business and industry 

association 
• Automated alerts when 

a use case may be of 
the companies interest

• Vendor/consulting firm 
would have the incentive to 
showcase success stories 

• SMEs could access success 
cases and contact 
accredited vendors 

• Accredited vendors could 
have facilitated access to 
credit/funding 

• Gamification to incentivize 
information sharing

• Vendor/consulting firm 
would have the incentive 
to showcase success 
stories 

• SMEs could access 
success cases and 
contact accredited 
vendors 

• Accredited vendors 
could have facilitated 
access to credit/funding 

• Gamification to 
incentivize information 
sharing
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© 2019 Designit.

Solution ideation



 53

Platform where companies can access 
and test (sand box like) successful 
cases related to its needs and industry. 

Policy Idea #18 
Playground

Policy Canvas

Policy title

PartnersChallenge

Requirements Barriers / Risks

Users

Actions / Steps

Awareness Use Impact

Playground

How might we experiment with 
IIoT quickly and cheap (safety)?  
They did not stick to the challenge

SMEs – cybersecurity areas and legal department Vendors 
Government

• Safety environment 
where failure is not 
the end of the 
world 

• Data protection 
• Legal flexibility

• Fear of failure 
• Legal departments 

hesitation
• National launch by the 

president
• Companies apply through 

government website 
• When selected they get a 

welcome pack with 
instructions and an 
advisor help

• Companies are allowed 
to test approved 
projects safely 

World Economic Forum 
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Share-out 
session
After developing the policy canvas, the 
teams exposed their ideas to the rest of 
the participants.  

This part of the workshop allows 
participants to share information that 
might have not been documented in the 
policy canvas. 

World Economic Forum 
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Lessons learned

Building a 
community 
might be more 
important than 
competition. 

Sharing 
information 
might be more 
important than 
confidentiality 
issues. 

Why is a community 
approach so sought for?  

In which cases might 
this be too complicated? 
Why? 

What type of information 
might be consider 
complicated?  

Are there any players 
considering 
confidentiality as a 
priority? 

More than 
information, 
companies 
want to share 
learnings. 

What learnings are more 
important for what types 
of companies?  

Communication 
and interaction 
within the value 
chain is part of 
the basics.  

How can the value chain 
be integrated in a way 
that prompts 
collaboration?  

Prototyping in 
a safe 
environment 
before risking 
too much.

Is risk only related to 
money and ROI?  

Can an environment be 
protected around 
cybersecurity?

Industry 4.0 is 
not part of the 
business right 
now. 

Managing the business 
overshadows the need 
to find the right training.  

Should the academia 
take care of training? 
Should schools teach 
this subjects? 



Get together 
Gather the experts involved in policy 
making in order to figure out what can 
be done with the workshop 
participants ideas. 

Barriers 
Find ways to overcome the barriers 
the policy ideas may have and find 
partners and actions to overcome 
them. 

Compare 
Check for similar or related policies 
that could boost the ideas. 

Prototype 
Try a MVP and adjust.

Accessibility  
Keep in mind easy accessibility as a 
crucial part of a policy success.

Lessons
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The following are samples of 
materials and information  
used during the session. 

World Economic Forum 
© 2019 Designit.

Appendixes



 60

Agenda
We recommend having the agenda 
visible to participants. Either as a page 
on a note pad, printed in large scale and 
posted on the wall or having screens to 
show it constantly. 

World Economic Forum 
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Collaboration 
rules
These rules should be explained and 
reminded a few times during the 
workshop for people to keep them in 
mind. Having a printed version in each 
table works best.
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Challenges
It is common for teams to lose focus 
when discussing challenges in detail. 
This is why we recommend giving each 
team a copy of thew challenge picked. 
It works as a constant reminder to stay 
on track.  

Tabloide size versions (3 copies of each) 
written in the native language help for 
documentation and during the challenge 
selection dynamic. 
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Inspiration cards
An easy way to prompt creative thinking 
without stopping natural flow is having 
an aid handy. A set of inspiration cards 
can be given to each group with the 
instruction of using them in moments 
they feel blocked, they need a change 
of perspective or they are stuck in one 
same conversation.
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Policy canvas 
(fill-out form)
Blank policy canvases designed with 
the specific section needed for the 
project help participants define the 
details of their solutions. 

World Economic Forum 
© 2019 Designit.

Appendixes



 65

Policy canvas + 
instructions
An extra copy of the policy canvas with 
detailed instructions supports the 
groups while developing the idea. It’s 
best to use instructions instead of an 
example to decrease bias. 
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In order to facilitate  
the ideation workshop  
the following presentation 
was made 

Appendixes



IIoT for SME in Brazil. 
Design workshop.
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English 

¡Let’s begin!

vamos entrar no 
assunto!
English 

¡Let’s begin!



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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Business Designer 
Designit 

Barranquilla / Medellín 

Podemos conversar em 
Português, Inglês e 
Espanhol.

Andrés Vélez
Senior Service Designer 
Designit  

Bogotá 
 
Podemos conversar em 
Inglês e Espanhol.

María Ana Barrera



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.

Olá a todos! 
Nós somos  
Designit, 
uma empresa 
de desenho 
estratégico.

 69

English 

Hello everyone! 
We are Designit, a 
strategic design firm.



IIoT for SME in Brazil. 
Design workshop.

Somos globais, 
bem ao seu lado.
Aarhus  Barcelona  Bangalore 
Berlim  Copenhagen  Lima  Londres  
Madri  Medellín  Melbourne Munique   
Nova Iorque  Oslo  São Francisco  
Estocolmo  Sydney  Tel Aviv  Tóquio

550+  
Designits 

18 
Escritórios 
Offices 

1 
Equipe 
global 
Global team
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IIoT for SME in Brazil. 
Design workshop.

Trabalhamos com 
organizações ambiciosas 
para criar produtos, serviços, 
sistemas e espaços que as 
pessoas adoram. 

Importa para as pessoas, 
importa para os negócios.
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IIoT for SME in Brazil. 
Design workshop.

 72

Design what matters. 
© 2019 Designit.

Nesta oportunidades nos 
juntamos com diferentes 
atores chaves para facilitar 
a criação e o desenho da 
política pública que procura 
incentivar o uso de 
tecnologias de IIoT.

This time we are coming along in 

partnership with key partners to co-

create a public policy solution to 

encourage the use of IIoT 

technologies for SMEs in Brazil.



IIoT for SME in Brazil. 
Design workshop.

…com licença…
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Dinâmica do 
workshop 

IIoT for SME in Brazil. 
Design workshop.

English 

Overview of the day

Design what matters. 
© 2019 Designit.
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IIoT for SME in Brazil. 
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É isso o que 
vamos fazer 
juntos



IIoT for SME in Brazil. 
Design workshop.
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Senior Service Designer 

Designit

María Ana Barrera
Business Designer 

Designit

Andrés Vélez

Com o 
apoio de 
nossos 
amigos



Digital Solution Architect Sr.- 
LATAM 

Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Rafael Turon
Head of Digital & Innovation - 
LATAM 

Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Thiago Ponte

 77IIoT for SME in Brazil. 
Design workshop.

Design what matters. 
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Lead for Internet of Things, 
Robotics and Smart Cities 
World Economic Forum  
 
San Francisco 

Podemos conversar em Inglês.

Geoff Wylde
Government Fellow - Centre for 
the 4th Industrial Revolution (IoT)  
World Economic Forum 
  
Brasilia / San Francisco  

Podemos conversar em 
Português e Inglês.

Jackeline Conca

Com o 
apoio de 
nossos 
amigos

World 
Economic 
Forum

Head of Growth Strategy - Digital 
& Innovation - LATAM 

Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Vera Alves
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Head of Growth Strategy - Digital 
& Innovation - LATAM 
Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Vera Alves
Head of Digital & Innovation - 
LATAM 
Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Thiago Ponte
Digital Solution Architect Sr.- 
LATAM 
Wipro 
 
São Paulo 

Podemos conversar  
em Português.

Rafael Turon

Wipro



IIoT for SME in Brazil. 
Design workshop.

A descrição 
mais simples 
do que é o 
design.
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English 

Let’s talk about Design.



Como: 

• Compreende o sistema. 

• Enquadra o problema certo. 

• Alavanca a pesquisa de 
forma humana. 

• Desafia o que não funciona. 

• Propor soluções criativas.
English 

A way of thinking engages 

people in the process of solving 

problems we face daily.

IIoT for SME in Brazil. 
Design workshop.

Uma maneira de 
pensar que 
envolve as 
pessoas no 
processo de 
resolução de 
problemas.
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Understanding the system.

Framing the right problem.

Leveraging human-shaped research.

Challenging what doesn’t work.

Proposing creative solutions.



IIoT for SME in Brazil. 
Design workshop.

Um jogo bonito 
de dois tempos;  
dois modos de 
pensamento.
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English 

A two tempo beautiful game; 

two thinking modes: Diverge 

Divergir



IIoT for SME in Brazil. 
Design workshop.
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English 

Converge

Convergir



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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O jogo têm, em 
essência, 
quatro fases.

Descobrir Definir Desenhar Entregar

English 

In essence the game 

has four phases.



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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Divergir

O jogo têm, em 
essência, 
quatro fases.

Descobrir

Convergir

Definir Desenhar Entregar

Divergir Convergir

English 

In essence the game 

has four phases.



IIoT for SME in Brazil. 
Design workshop.
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Design what matters. 
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English 

A secret and four rules.

Um segredo, 
quatro regras.



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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1
min.Exercício 

prático

English 

Practical exercise.



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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Instinto 

Liberdade 

Imaginação 

Quantidade

Análise 

Avaliação 

Decisão 

Qualidade

Divergir ConvergirJulgamento ou Pensamento crítico

instinct

freedom

imagination

quantity

analysis

evaluation

decision

quality

Diverge ConvergeJudgement or analytical thinking



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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0.5
min.vamos repetir 

o exercício

English 

Let’s repeat the exercise.



IIoT for SME in Brazil. 
Design workshop.
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Construa sobre as idéias 
dos outros 

Há valor em toda idéia. 

Especialmente o potencial de  
se conectar com outras idéias 

maravilhosas e ampliar o escopo.

Uma conversa de 
cada vez 

Trabalhar juntos significa ouvir 

um ao outro. Isso é possível 

quando têm apenas uma 

conversa por vez.

Compartilhar é  
cuidar 

Compartilhar informações e 

idéias é a melhor maneira de 

construir juntos.

Não use frases 
“matadoras” 

"Não" 

"Isso já foi tentado antes" 

"Não há orçamento para isso" 

"Isso é muito complicado" 

"Não vai dar certo”

1. 2. 3. 4.Hmm AndAlso



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.

Tudo 
começou 
há alguns 
meses 
atrás

 90

English 

This all started a few 

months back
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IIoT for SME in Brazil. 
Design workshop.

No último 
workshop

Descobrir Definir Desenhar Entregar

English 

On our last workshop.
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IIoT for SME in Brazil. 
Design workshop.

Hoje!

Descobrir Definir Desenhar Entregar

English 

Today!



Segue o jogo

English 

The game continues

Design what matters. 
© 2019 Designit.

 93IIoT for SME in Brazil. 
Design workshop.



IIoT for SME in Brazil. 
Design workshop.

Ideação 
sobre o 
problema 
certo
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English 

Ideating over the the right 

question or challenge.



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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1
min.Exercício 

prático.

English 

Practical exercise: 
Draw a bicycle.



Design what matters. 
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IIoT for SME in Brazil. 
Design workshop.
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1
min.Exercício prático. 

como você vai 
até o escritorio? 

English 

Practical exercise: 

Draw how you get to work.



Ideia de 
solução 
versus 
desafio do 
problema

English 

It is not the same starting an 

ideation session from a solution 

idea than from a challenge.



desafios
10

IIoT for SME in Brazil. 
Design workshop.

desafios
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English 

Our 10 challenges.

Awareness

Community building

Apoio experto

Funding

4 Categorias:
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Design workshop.

Desafios selecionados

1. Como podemos engajar e 
treinar funcionários e gestores 
em indústria 4.0? 

2. Como podemos atrair e reter 
os talentos certos? 

3. Como podemos tornar o 
financiamento menos 
complicado e mais acessível? 

4. Como medir e garantir o ROI 
de cada investimento em IIoT?

World Economic Forum 
© 2019 Designit.

8. Como podemos definir uma 
estratégia para toda a cadeia 
de valor? 

9. Como podemos trabalhar de 
forma colaborativa e lidar com 
exposição industrial, vantagens 
competitivas e questões de 
confidencialidade? 

10.Como podemos compartilhar 
casos de sucesso, fracasso e 
melhores práticas (incluindo 
hardware/software/processos)?

5. Como podemos definir um 
roteiro para implementar a IIoT 
e acompanhar o ritmo de 
atualização dos novos 
desenvolvimentos 
tecnológicos? 

6. Como podemos determinar os 
corretos casos de uso e casos 
de negócios  para a 
implementação da IIoT? 

7. Como podemos testar com 
IIoT de forma rápida e barata?

Awareness Community building Apoio experto Funding



Design what matters. 
© 2019 Designit.

Procure sua equipe. 

Descubra 1 ou 2 coisas que todos 
têm em comum. 

A equipe com a descoberta mais 
interesante, leva um brinde.

Instruções
Instructions

Find your team.

Find out 1 or 2 things you all have in common.

IIoT for SME in Brazil. 
Design workshop.

The team with the most interesting common thing among team members wins a gift.



Coffee break
IIoT for SME in Brazil. 
Design workshop.

English 

Coffee break

Design what matters. 
© 2019 Designit.
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15
min.
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Quem quer 
chocolate?

Design what matters. 
© 2019 Designit.

Who wants some chocolate?

Design what matters. 
© 2019 Designit.

English 

Who wants some 
chocolate?



IIoT for SME in Brazil. 
Design workshop.
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IIoT for SME in Brazil. 
Design workshop.

Escolha um  
dos desafios
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English 

As a team please 

choose one of the 

challenges.

5
min.



IIoT for SME in Brazil. 
Design workshop.

Design what matters. 
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Desafios selecionados

1. Como podemos engajar e 
treinar funcionários e gestores 
em indústria 4.0? 

2. Como podemos atrair e reter 
os talentos certos? 

3. Como podemos tornar o 
financiamento menos 
complicado e mais acessível? 

4. Como medir e garantir o ROI 
de cada investimento em IIoT?

8. Como podemos definir uma 
estratégia para toda a cadeia 
de valor? 

9. Como podemos trabalhar de 
forma colaborativa e lidar com 
exposição industrial, vantagens 
competitivas e questões de 
confidencialidade? 

10.Como podemos compartilhar 
casos de sucesso, fracasso e 
melhores práticas (incluindo 
hardware/software/processos)?

5. Como podemos definir um 
roteiro para implementar a IIoT 
e acompanhar o ritmo de 
atualização dos novos 
desenvolvimentos 
tecnológicos? 

6. Como podemos determinar os 
corretos casos de uso e casos 
de negócios  para a 
implementação da IIoT? 

7. Como podemos testar com 
IIoT de forma rápida e barata?

Awareness Community building Apoio experto Funding



Ideação
IIoT for SME in Brazil. 
Design workshop.

English 

Idea generation

Design what matters. 
© 2019 Designit.
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Pensar nos 
fatos em torno 
do desafio.

Design what matters. 
© 2019 Designit.

IIoT for SME in Brazil. 
Design workshop.

English 

Think about some facts that you 

may know about the challenge.

5
min.

Post-its
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IIoT for SME in Brazil. 
Design workshop.

Diverta-se! 

Aproveite a tarefa que você 
recebeu. Não é todo dia que 
ajudamos a criar políticas!

As idéias precisam 
funcionar para os 
usuários 
"Ande nos programas de outras 
pessoas" Tudo o que propomos 
hoje precisa ajudar os usuários, 
PME. Portanto, ouça-os, 
entenda suas necessidades.

Aproveite a diversidade 
do grupo 

Trabalharemos em equipes com 
diferentes jogadores. Você não 
precisa pensar da mesma 
maneira, apenas respeite todos 
os pontos de vista. Aprenda a 
entender o valor por trás das 
idéias diferentes das suas.

Fale, pergunte, 
construa. Respeito. 

Todos nós precisamos expressar 
nossos pontos de vista e 
preocupações. Não mate idéias, 
fale sobre qualquer preocupação 
que surja e continue se 
identificando. Deixe o julgamento 
de lado.
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Ideação
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IIoT for SME in Brazil. 
Design workshop.

what if ____ in order to _____

English 

Idea generation.

25
min.

Post-its
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IIoT for SME in Brazil. 
Design workshop.
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Construa sobre as idéias 
dos outros 

Há valor em toda idéia. 

Especialmente o potencial de  
se conectar com outras idéias 

maravilhosas e ampliar o escopo.

Uma conversa de 
cada vez 

Trabalhar juntos significa ouvir 

um ao outro. Isso é possível 

quando têm apenas uma 

conversa por vez.

Compartilhar é  
cuidar 

Compartilhar informações e 

idéias é a melhor maneira de 

construir juntos.

Não frases “matadoras” 

"Não" 

"Isso já foi tentado antes" 

"Não há orçamento para isso" 

"Isso é muito complicado" 

"Não vai dar certo”

1. 2. 3. 4.Hmm AndAlso
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Agrupe as idéias 
semelhantes.

Design what matters. 
© 2019 Designit.

IIoT for SME in Brazil. 
Design workshop.

English 

Cluster your ideas.

10
min.



 113

Escolha uma ideia

Design what matters. 
© 2019 Designit.

IIoT for SME in Brazil. 
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English 

Select an idea thinking on its 

potential: Impact, feasibility and 

focused on SMEs needs.

10
min.

Escolha a ideia com o maior 
impacto, pense em: 

• Impacto  

• Foco na necesidades 
da empresa 

• Viabilidade



Policy canvas
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English 

Policy solution canvas

Design what matters. 
© 2019 Designit.

 114



 115

World Economic Forum 
© 2019 Designit.

IIoT for SME in Brazil. 
Design workshop.



 116

World Economic Forum 
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Policy Canvas

Policy title

Partners
What individuals or organizations are needed 
to help implement the policy? 

Challenge
What is the specific challenge you will 
address with this policy?

Requirements
What would this policy 
need to be successful? 

Barriers / Risks
What obstacles or risks 
could the users find using 
the policy? (Actors, 
regulations, etc.)

We know this might sound unimportant, but having a title or name helps a lot for the work that 
comes afterwards... be creative, or simple, or blunt! 

Users
Who will benefit directly 
from the policy? 

Actions / Steps

Awareness
How do you learn 
about the policy?

Use
How do you use 
the policy?

Impact
How will this policy 
impact the users? 

Users
can be people, 
institutions, 
companies, etc.

You can list 
risks or barriers 

or both.

Channels?
people?

organization?
processes?

Think about
channels

Think
about a 

step-by-step 
process

Benefits, emotions,
profits, others? 

Just copy 
the challenge 

you picked

IIoT for SME in Brazil. 
Design workshop.
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Escolha um 
membro da 
equipe para ser 
o anotador.
English 

Choose one of the team 

to be the note-taker.
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mão na massa
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English 

Time to work!

45
min.
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Quando terminar, por favor 
coloque o canvas na parede

English 

When done please put 
the screen on the wall.



Está com fome? 
vamos almoçar

IIoT for SME in Brazil. 
Design workshop.

English 

Lunch time!

Design what matters. 
© 2019 Designit.

 120

45
min.
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dê uma olhada no trabalho 
das outras equipes.

Instruções
Instructions

Take a look at the work of other teams.

IIoT for SME in Brazil. 
Design workshop.

Bom apetite!
¡Enjoy your meal!



Hora de 
compartilhar 
nossas políticas
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English 

Share-outs policy 
solution canvas
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4minutos  
por equipe.
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Apresentações

IIoT for SME in Brazil. 
Design workshop.

English 

Team presentations.
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muito obrigad@!
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English 

Thank you all!
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Segue:

Agenda 

Oportunidades de colaboração. 
— Presidente do IPT, Professor Jefferson Gomes. 

Considerações finais. 
— Fórum Econômico Mundial, Geoff Wylde.
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Thank you.
Let's keep in touch!

Business Designer 
andres.velez@designit.com

Andrés 
Vélez

Senior Designer 
raphael.sousa@designit.com

Raphael 
Sousa 

Senior Service Designer 
maria.barrera@designit.com

Maria Ana 
Barrera

Designer 
natalia.perdomo@designit.com

Natalia 
Perdomo

mailto:andres.velez@designit.com
mailto:raphael.sousa@designit.com
mailto:maria.barrera@designit.com
mailto:natalia.perdomo@designit.com

