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Accelerating the Impact of Industrial IoT in SMEs 

 

Indústry 4.0 – Questionnaire – Maturity Level 
 

We thank you for filling up this questionnaire, which is destined to gather information about 

companies interested in participating in the project “Accelerating the Impact of IioT in SMEs”, 

financially supported by São Paulo State Economic Development Secretariat (Secretaria do 

Desenvolvimento Econômico do Estado de São Paulo), entailing economic compensation for the 

participanting companies. 

 

This project is being conducted within the framework of a worldwide design lead by the WEF – 

World Economic Forum – and aims to help small and medium companies from São Paulo State 

to enjoy the benefits of IIoT – Industrial Internet of Things.  

 

The filling of this questionnaire constitutes in a preliminary work intended to subsidize our visit to 

the company, during which we will discuss the project in detail. 

 

We note that any commercially sensitive information in your responses will be not shared outside 

of the project team. 

 

Thank you for your participation.  

 

*Required 

 
Information about the company 
 

Corporation name * 

 

 

CNPJ * 

 

 

Address * 

 

 

District * 

 

 

City * 

 

 

State * 

 

 
Zip code * 

Only numbers 

 

 

Contact * 
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Position held * 

 

 

Telephone number * 

Only numbers.  

 

 

E-mail adress* 

 

 
Total number of company employees * 

  0 to 9 

  10 to 19 

  20 to 29 

  30 to 39 

  40 to 49 

  50 to 74 

  75 to 99 

  100 to 149 

  150 to 199 

  200 to 249 

  250 to 499 

  Over 500 

 

Total number of operational employees * 

  0 to 9 

  10 to 19 

  20 to 29 

  30 to 39 

  40 to 49 

  50 to 74 

  75 to 99 

  100 to 149 

  150 to 199 

  200 to 249 

  250 to 499 

  Over 500 

 

Gross revenue in the year of 2018 * 

  R$ 480.000 a R$ 4.800.000 

  R$ 4.800.001 a R$ 14.000.000 
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  R$ 14.000.001 a R$ 30.000.000 

  R$ 30.000.001 a R$ 50.000.000 

  R$ 50.000.001 a R$ 90.000.000 

  R$ 90.000.001 a R$ 300.000.000  

 
Industrial Sector * 

Select the percentual rate of the industrial sectors that your company is involved.  

 

 0 % 0% to 10% 10% to 

30% 

30% to 

50% 

50% to 

70% 

70% to 

90% 

90% to 

100% 

Aeronautic o  o  o  o  o  o  o  

Auto parts o  o  o  o  o  o  o  

Metal-mechanical o  o  o  o  o  o  o  

Civil construction o  o  o  o  o  o  o  

Leather and 

shoes o  o  o  o  o  o  o  

Agrobusiness o  o  o  o  o  o  o  

Other o  o  o  o  o  o  o  

 

1) People 
 
a) The human resources of your company has applied the hiring process looking for 
digital knowledge increasing of the enploies? 

 No.  

 In future hiring processes digital knowledge will be considered. 

 Digital knowledge is considered only when the hiring process is for the IT department. 

 Digital knowledge is considered when the hiring process is for the IT department and for the 

management leves. 

 All hiring process consider the digital knowledge. 

 All employees are completely qualified to work with the Industry 4.0 digital tools. 

 

 

b) Training focus on the Industry 4.0 

 Until this moment no training process was performed to increase the emploies digital 

knowledge. 

 It has been defined a digital training program for the management level employees. 

 It has been defined a digital training program for all employees. 

 A digital training program is currently happening with the management level employees. 

 A digital training program is already existent and it is opened for all employees. 

 

 

c) What is the knowledge level of company’s leaders regarding to Industry 4.0? * 

  They only heard about it.  
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  They have a relatively vague idea about the advantages, opportunities, challenges and 

have little knowledge of the digital world.  

  They are interested in the subject they consider important, seeking knowledge and 

information.  

  They have interest in the subject, recognize its importance, have general knowledge about 

it and its difficulties and advantages.  

  They have interest in the subject, recognize its importance, have general knowledge about 

it, have a good understanding of its difficulties and advantages and are defining a strategy 

for the implementation of Industry 4.0 concepts in the company.  

  They are strongly involved in the subject and have already defined a strategy for deploying 

Industry 4.0 concepts within the company.   

 

 

d) What’s the knowledge level of the company’s leadership regarding lean 

manufacturing?* 

  They are completely unaware. 

  They only heard about it. 

  They have some knowledge on the subject and intend to adopt Lean practices. 

  They are starting to deploy some Lean concepts.  

  Lean practices are already partially applied. 

  Lean practices are considered important and are usually applied.  

 

 

e) How your team is defined in order to ensure the managing the transition for the 
Industry 4.0 concepts? 

 There is no defined people or team leading this transition. 

 A third company will be hired to lead this transition. 

 There is a defined people to lead this trasition. 

 Will be defined a team to lead this transition. 

 There is a defined team to lead this transition. 

2) Company strategy to deploy Industry 4.0 
If the company wishes to implement Industry 4.0 concepts, it must establish a strategy (route) 

for the implementation of these concepts.   

 

a) Does the company wish to implement Industry 4.0 concepts? * 

  Yes 

  No 

  Yes, but this is not the moment. 

 

 

b) What do you have to say about your company strategy for deploying Industry 4.0? * 

 Unaware of the need for a strategy.  

 We are gathering information to create one.  

 Pilot project launched, but not scaled across operations.  
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 The strategy is being implemented. 

 Scaled strategy 

 

 
c) Have indicators been defined to track the implementation status of Industry 4.0 
strategy? * 

  No. We do not know this need and we do not know how to define it.  

  We know it is necessary and we are starting to formulate the indicators.  

  We have an initial formulaton of indicators, however, we are not sure if they are adequate 

yet.     

  The indicators were formulated and approved.   

  The indicators, beside being approved, are already known by the company leaders.  

  The indicators, in addition to being approved, are known by all company employees.  

 

 

d) Have investments been made to install Industry 4.0 concepts in the last 2 years? * 

 No. 
Yes. Small 

investments. 

Yes. 

Medium 

investments. 

Yes. Large 

investments. 

Sector: research and 

development      

Sector: 

production/manufacture     

Sector: supplies     

Sector: logistics     

Sector: sales     

Sector: others     

 

 

 
e) Are there investments planned to implement Industry 4.0 concepts in the next 5 

years?* 

 

No. 
Yes. Small 

investments.  

Yes. 

Medium 

investments. 

Yes. Large 

investments.  

Sector: research and 

development      

Sector: 

production/manufacture     

Sector: supplies     

Sector: logistics     

Sector: sales     
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Sector: others     

 

3. Qualification of production process management related 
to Industry 4.0 
 

a) How is the internal communication regarding to the production process? * 

  É informal e muitos profissionais não sabem exatamente quem deve ser informado.  

  It is informal and many professionals do not know exactly who should be informed.   

  It is informal, professionals know who should be informed and yet there are professionals 

who are not properly informed.  

  It is informal; when necessary, digital messages are sent to interested parties and 

professionals know who should be informed. Even so, often, there are professionals who are 

not adequately informed.  

  It is informal; when necessary, digital messages are sent to interested parties and 

professionals know who should be informed. The professionals are adequately informed.   

  Information considered important is digitally distributed to stakeholders ensuring that 

everyone receives the message. The reports are digitally stored and kept available to interested 

parties.   

  Information considered important is digitally distributed to interest groups ensuring 

everyone receives the message. The reports are digitally stored in the cloud and kept available 

to interested parties.  

 

 

b) Production process data * 

  They are not collected.  

  They are collected and recorded manually on paper.   

  They are collected and recorded manually on paper and, after that, organized in 

spreadsheets and treated.   

  They are partially collected digitally, manually recorded on company computers and then 

processed.  

  They are partially digitally collected, processed and stored digitally in the cloud.   

  They are digitally collected, processed and stored digitally in the cloud, allowing the 

analysis of future scenarios.  

 

 

c) Are the production process data below collected? * 

 No Yes, Manually 
Yes, 

Automatically 

Process cycle times.     

Setup times.     
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Quantity and products rejected.     

Quantity of materials in stock.     

Amount of raw material 

processed by time interval.     

Productive times of the 
machines.     

Times for maintenance.     

% of errors.    

Human resources occupation 
index.    

 

 

 

d) Are the data collected from the production process reliable? * 

  Yes 

  Partially 

  No  

 
 
e) In case of digital data collection, how are they stored? How safe it is? * 

  Digital storage on corporate computers without encryption.   

  Digital storage on corporate computers with encryption.  

   Cloud storage without encryption.  

  Cloud storage with encryption.  

  Not applicable.  

 

e) What cyber security solutions are applied in your company?* 
Select one option per line. 
 It is not 

relevant. 

Planned 

solution.  

Solution under 

implementation. 

Solution 

implemented. 

Internal storage data 

security     

Data security on cloud 

system     

Security for internal data 

exchange     

Security for data exchange 

with partners     
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f) How are the production process data used? * 

 They are not used.   

 When treated, they are analyzed when there is a problem to solve.  

 They are analyzed at regular time intervals, for instance: weekly.  

 They are used to generate productivity indicators.   

 They are used to generate productivity indicators and for decision making.  

 They are used to generate productivity indicators and real-time decision making, increasing 

the agility of the company.  

 A data set stored in the cloud is used, through artificial intelligence, to predict and simulate 

future scenarios, providing insights for decision making.  

 

f) How are applied the shopfloor data?* 
Select all option that apply for you company. 

 No shopfloor data are acquired. 

 Predctive mantainence. 

 Process and flow-chain optimization. 

 Quality management. 

 Automatic production control via real time data acquisition. 

 Resources optimization (e.g. raw material, energy). 

 Other: 

 

 

g) Does the company use indicators for productivity assessment? * 

  We don’t use.  

  The use of indicators is under study.   

  We only use quality indicators.   

  We already have a defined set of indicators and we are developing a pilot program for 

validation.   

  We have defined and in use indicators.  

  We use the OEE.  

 

 
h) The following Lean practices tools and concepts are adopted throughout the 

company? * 

 Yes No 

5S   

Standardized production 
processes   

Just-in-time   
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The five whys   

Pulled production   

Kanban   

Value stream mapping   

Quick tool change    

Kaizen   

Total productive maintenance     

PDCA   

Jidoca   

Heijunka   

SMART goals    

KPI   

 

 

 
i) How is quality management performed? * 

  There is no quality management system.   

  We are developing a quality management system.   

  We have a newly implemented quality management system for testing.  

  We have a reliable and functioning quality management system.  

  We have a reliable quality management system in operation, developed based on 

international standards.  

  We have a reliable quality management system in operation, developed on the basis of 

international standards, BELIEVED by customers and / or certification bodies.   

4) Qualification of production processes related to Industry 
4.0 
 

a) Are production processes standardized and procedures properly recorded? * 

  There is no standardization of production processes.  
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  Production processes are standardized, however, there is no adequate description of 

procedures.  

  The production processes are standardized and there is adequate description of 

procedures.  

  The production processes are standardized, there is an adequate description of 

procedures and they are known by the leaders.  

  The production processes are standardized, there is a proper description of procedures 

and they are known by all employees who are part of the process.  

  The production processes are standardized, the procedures are properly described, 

revised when necessary and are known by all employees who are part of the process. 

 

 

b) In the below sentences, which one best define the automation level of the machinery 

and equipment in you company?* 

  All equipment are manually operated.  

  All equipment are manually operated, but it is intended to start the automation process of 

some of them.  

  Some machines are partially automated (for example: feeding and unloading).  

  All machines are partially automated.  

  Some machines are fully automated.  

  All machines are fully automated.  

 

c) Do machines have sensors that let you know the actual production in each of them? * 

  No, and sensor installation is not possible.  

  No, but installing the sensors on SOME of them is possible and desirable.  

  No, but installing the sensors on ALL of them is possible and desirable.  

  Yes, some have sensors that provide some production data, for example: quantity of parts 

produced over a period of time, but this data must be collected manually. However, additional 

data are desirable.  

  Yes, some have sensors that provide production data, for example: quantity of parts 

produced over a period of time, but this data must be collected MANUALLY. The available data 

are suitable for desired evaluations.   

  Yes, some have sensors that provide production data, for example: quantity of parts 

produced over a period of time. The data are collected DIGITALLY, processed and stored in the 

cloud and are suitable for desired evaluations.  

 

 

d) How is equipment related infrastructure assessed? * 

This assessment refers to the proximity of equipment infrastructure to Industry 4.0 

requirements.  

 No 5 % 10 % 70 % 100 % 

Can the equipment be network 
controlled (IT – Information 
Technology)?  
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Is there communication between 
the machines?       

Interoperability - Overall capacity 
of systems to communicate with 
other systems (similar or not). 

     

 

 

e) How is adaptability of the equipment evaluated? * 

 Not relevant.  
Relevant, but 
not technically 

possible.  

Relevant and 
technically 
possible.  

High, 

functionality is 

already 

available.  

Sensor application 
for data collection 
and IoT application.  

    

Communication 
between machines.      

Is integration and 
collaboration 
between machines 
and system 
possible 
(interoperability)?  

    

 

 
f) What is the level of use of digital technologies in the production process?* 

 Nonexistent Low Medium High 
Not 

applicable 

Sensors      

Communication with the 
machines via RFID ou 
tecnologia assemelhada. 

     

Use of RFID, ou outra 
tecnologia  for labeling of 
products, components 
etc. 

     

Communication with the 
machines via cell phones 
and tablets.  

     

Real-time location 
systems (RTLS).       

Big Data Analytics.      

Cloud computing.       
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Machine to machine 
communication (M2M).       

Robots.       

3D printing.       

Processes simulation      

Artificial intelligence.       

Sistemas embarcados -
equipamentos com 
eletrônica embarcada 
para realização de 
funções específicas 

     

Simulação de layout      

Simulação de layout em 
tempo real      

 

 
g) The available infrastructure for factory floor communication is composed by:  

o Verbal communication; 

o Verbal communication and notice board; 

o Verbal communication, notice board when applicable and paper messages (e.g. work 

orders); 

o Verbal communication, notice board when applicable and PAPER messages (e.g. work 

orders), phone contact and e-mails; 

o Verbal communication, notice board when applicable and DIGITAL messages (e.g. 

work orders) and phone contact; 

o Verbal communication, notice board when applicable and DIGITAL messages (e.g. 

work orders), phone contact and e-mails.  

5) Spreading of the use of digital technologies in the 
company 
 

Are digital technologies used in various sectors of the company? * 

The Central System referred to in the question can be understood as a central management 

system of the company. 

 Not used. 

It is used, 
WITHOUT 

interface with the 
central system. 

It is used,WITH 
interface with 

central system. 

CAD - Computer Aided 
Design.    
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MDC – Machine Data 
Acquisition.     

PDA – Manufacturing Data 
Acquisition.     

PPS – Production Planning 
System.     

PDM – Production Data 
Management.     

SCM – Supply Chain 
Management.     

ERP – Enterprise Resource 
Planning.    

PLM – Product Lifecycle 
Management.     

MES – Manufacturing 
Execution Systems.     

 

 

6) Business models and products facing the Industry 4.0 
 

a) How important is the use of data for business model definition? * 
 

 1 2 3 4 5 6  

Null       Fundamental 

 

 

b) Can your products be customized? * 

The product can be customized or tailored to the customer’s wishes, for example: different 

colors and features.  

  None can be customized.  

  Up to 20 % of portfolio products can. 

  Up to 40 % of portfolio products can. 

  Up to 60 % of portfolio products can. 

  Up to 80 % of portfolio products can. 

  All products can be customized.  

 

c) Does the sales team use online data to do business?  

  Yes 
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  No 

 
d) Your clients are able to defined their orders online without any human contact? 

  Yes 

  No 

 

e) Does the product allow the collection of information in digital form? * 

This collection can be through the use of RFID technology, QR code, location sensors etc.  

 This check is 
unnecessary. 

None allow. 
Up to 25 % of 

portfolio products 
allow. 

Up to 50 % of 

portfolio products 

allow. 

Up to 75 % of 

portfolio products 

allow. 

More than 75 % of 
portfolio products 

allow. 

Data such as: 
denomination 
and 
specification.  

      

Data such as: 
product 
localization.  

      

 

e) What of below functionalities are available in your products? 
Select one option per line. 

 
Do not 
exist 

 

Less than 
25% of 
portfolio 
products 

 

Between 26% 
and 

50% of portfolio 

products 

Between 51% 
and 

75% of portfolio 

products 

More than 
75% 

of portfolio 

products 

Descriptive – 
acquisition of the 
condition data of the 
product, environment 
and operations 

     

Diagnostico – 
analyses the failure 
causes and the 
performance reduction 

     

Predictive – detect the 
events which can 
result in failure  

     

Prescriptive – identify 
actions that can 
increase the 
performance and 
reduce the failures 

     

 

 

f) What is your company level of collaboration with suppliers, customers and partners for 

product development using digital technologies? * 

 

 1 2 3 4 5 6  

Low       Excellent 
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7) Interview questions – in site visit at the company 
 
1 - How do you evaluate Lean culture within the company? 
Operation - Lean Manufacturing -> should answer 
People - Cultural change -> maybe answer 
 
2 - Overall, how many people and how much time are allocated to the company's IIoT 
initiatives? 
Entity - Time -> should answer 
Entity - Personnel -> should answer 
Entity - Investment -> maybe answer 
People - C-Level Commitment -> maybe answer 
 
3 - Does the company have or seek to train people with IIoT skills (data analytics, big 
data etc.)? 
People - Talent -> should answer 
People - Training -> should answer 
People - Recruitment -> maybe answer 
People - IT Skills -> maybe answer 
 
4 - How is the publication of IIoT strategies and initiatives communicated within the 
company? 
People - Internal Communication -> should answer 
Network - Formal Communication & Awareness -> maybe answer 
 
5 - How is data analytics used in the company? 
Data - Analytics -> should answer 
Data - Analytical Methods -> maybe answer 
Data - Predictive Analytics -> maybe answer 
Data - Analytics Modelling -> maybe answer 
Data - Quality -> maybe answer 
 
6 - Are dashboards or other tools being used to create, make available and share 
strategic information (BI)? 
Technology - Business Intelligence (BI) Platform -> should answer 
Data - Quality -> maybe answer 
 
7 - What is the level of information integration between your company and your 
customers / suppliers? 
Network - Customer and Supplier Integration -> should answer 
Network - Process Re-engineering -> maybe answer 
 
8 - How prepared is the company for the emergence of a new demand and / or product? 
Network - Agility and Scalability -> should answer 
Technology - Tech disruptors and Vendor Strategy -> maybe answer 
 


